
Department of Electrical and Computer Engineering 1

Least Significant Bit Steganography: 
Hiding Text, Images, and Files

Jackson Hafele, Jonah Frosch
E E 424 Final Project Spring 2023



Department of Electrical and Computer Engineering 2

Least Significant Bit Steganography

● Images use 8 bit of resolution for Red, Green, and Blue colors each

● full resolution not needed, can alter lower “least significant bits” without large 

visual repercussions

● Can be utilized to hide media within 2D images without detection

● Can encrypt more bits of data with more LSB’s, at the loss of image quality
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Varying Cleared LSB’s Within an Image
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MATLAB Solution
Hiding Process

1. Load Original Image to hide data within

2. Load Hidden Data to hide within Original Image

3. Convert Hidden Data to 1D array of bits from original file type

4. Clear N least significant bits from Original Image

5. Set N least significant bits from Original Image to 1D Hidden Data bits, generating Modified Image
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MATLAB Solution
Recovery

1. Iterate over every pixel of Modified Image to recover N least significant bits of Hidden Data

2. Convert 1D array of Hidden Data bits into original media type

Analysis

1. Display Original and Modified Image side by side

2. Compare structural similarity index (ssim) of Original and Modified Image
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MATLAB Solution
Baseline Image

- Caden, 670 x 673 png file

Media  to  Hide

- Bee Movie Script (86,091  characters)

- Bee  Movie Script 9 Times (774,819 characters)

- Cliffs Image, 256x256 jpeg

- Landscape Image, 616 x 462 jpeg
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Hiding Text Within Image
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Hiding Text Within Image
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Hiding Text Within Image
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Hiding Text Within Image
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Images Within Images
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Hiding Bitstream Within Image
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Hiding Bitstream Within Image

x 9 . 5
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Hiding Bitstream Within Image
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Hiding Bitstream Within Image
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Bitstream Comparison

Bitstream Version with 
Landscape, N=1

Original Hiding with 
Landscape, N=6



Department of Electrical and Computer Engineering 26

Hiding Bitstream Within Image
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Fun With the Bits (Upscaling)

Cadens Forehead zoomed
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Fun with the bits (lossless compression)
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Special thanks

● Caden Kraft - Baseline Image

● Jesse Gillingham - Proved we needed zero 

padding since “88 is not divisible by 5”
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Questions


